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What is Smart Grid?

1. Making demand flexible
— not only production
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What is Smart Grid?

2. New technologies in networks
for reliability, efficiency, etc.
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Critical Infrastructures
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Source: http://en.wikipedia.org/wiki/High-voltage_direct_current
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111TH CONGRESS
2D SESSION H. R. 50 26

AN ACT

To amend the Federal Power Act to protect the bulk-power
system and electric infrastructure critical to the defense
of the United States against cybersecurity and other

threats and vulnerabilities.

Passed the House of Representatives June 9, 2010.
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The Act H. R. 5026

Protection requirements against
* Cyber attack

« Electromagnetic pulse

« Geomagnetic storm

* Physical attack
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The Act H. R. 5026

« Standards important in the Act

* August 2010: FERC has approved nine Critical
Infrastructure Protection Reliability Standards
developed by NERC!.

FERC — Federal Energy Regulatory Commission
NERC — North American Electric Reliability Corporation

1Source: http://smart-grid.tmcnet.com/news/2010/08/06/4942936.htm
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What about Smart Meters?
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Source: EVB Energy Ltd
(picture from Wikipedia)
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~ICK BETALA 14 000 MER Familjen Green i Hedemora fick en ny Actarls—
matare. D& bérjade deras elférbrukning skena - trots att de vidtagit en rad
besparande atgarder. Fran oktober till april - sex manader - pastar elbolaget
att de férbrukat 16 300 kilowattimmar. "Det &r vad vi férbrukat per ar de
senaste sex aren”, sager Jannike Green. I pengar betyder det 34 000 kronor om
aret i stallet for normalt knappt 20 000 kronor. Men Hedemora Energi sager sig
inte kdanna till nagra problem med de nyinstallerade Actaris-matarna. "Vi har

inte fatt in nadgra klagomal”, sdger vd Sven-Erik Svanh.
Foto: HENRIK HANSSON

De blastes av
Si n el m éta re Aftonbladet 11 June 2009
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Intentional Electromagnetic
Interference (IEMI) Device

© BAE Systems Bofors AB
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SafePowNet —

Assessment and Mitigation of
Risk for Disabling Control Centers
of Large Power Networks by
Intentional Radiofrequency \/

Interference.

High
Voltage
Valley

ROYAL INSTITUTE
OF TECHNOLOGY

Daniel Mansson

Division for Electromagnetic Engineering
School of Electrical Engineering

Royal Institute of Technology, KTH

manssond@kth.se



samarkand

A hidden weapon radiating an electromagnetic Vv
disturbance at a CC or substation may affect the J
performance and stability of the power grid.

High
Voltage
Valley

ROYAL INSTITUTE
OF TECHNOLOGY

Control centrals

Daniel M&nsson, Electromagnetic Engineering (ETK), KTH
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Conclusions

« Smart Grid — Electronics and
Computers

 |Increased vulnerabillity a risk

« Standards a key for a robust
Smart Grid
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Swedish National
Electrical Safety Board

IS the regulatory and supervisory
authority for electrical safety and
electromagnetic compatibility (EMC)
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